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1 Introduction 

The beginning of Russian military intervention in Ukraine in 2022 has shown that the 
world is facing a new security reality and things will never be the same as before. The 
military confrontation between the Russian Federation and Ukraine has confirmed thar 
the use of conventional tools of warfare, the involvement of non-conventional tools will 
be dominant not only in this war (the biggest challenge of modern humanity after the 
Second World War) but also in the next military confrontation on a regional as well as 
global level. In this context, the need to develop resilience and psychological defence in 
the face of different forms of hybrid threats, foreign influences, and interference is greater 
than ever before.  

Considering the deep polarisation of Western Balkan societies, where the interests of 
great powers are increasingly intercepted, North Macedonia is not an exemption from 
considerations of hybrid threats and foreign interference in Macedonian territory. This 
paper offers an analytical framework to create solutions for how to respond to counter-
hybrid threats and foreign influence that can be exerted at some levels in Macedonia and 
consequently operationalises the framework into a practical guide. This guide can be used 
to identify and analyse hybrid threats that can create strategic jeopardy for both the 
Macedonian political system and Macedonian democratic processes. To serve as a 
platform for addressing different types of hybrid threats in North Macedonia, this study 
uses a framework based on a response process consisting of three distinctive phases: 
1) assessing situational awareness, 2) addressing defence and countermeasures, and  
3) evaluating the Macedonian political system to counter foreign interference.1 

 

Figure 1: Overview of framework structure 

1.1 Defining foreign interference and hybrid threats in North Macedonia 

To address and evaluate the impacts of foreign interference and hybrid threats, it is 
essential to define what hybrid threats represent. North Macedonia, as a NATO ‘full-

 
1 Palmertz, B., Weissman, M., Nilsson, N. & Engvall, J. (2024). Building Resilience and Psychological 

Defence: An analytical framework for countering hybrid threats and foreign influence and 
interference. Lund University, Psychological Defence Research Institute, Working Paper 2024:1. 
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fledged member and country candidate for EU’ membership, has decided to follow the 
directives and regulations of these two influential international organisations on how to 
deal with the harmful impact of hybrid threats and foreign interference. According to the 
European Commission definition,2 the hybrid threat refers to when state or non-state 
actors seek to exploit the vulnerabilities of the EU to their own advantage by using a 
mixture of measures (i.e. diplomatic, military, economic, technological) in a coordinated 
way, while remaining below the threshold of formal warfare. Examples include hindering 
democratic decision-making processes through massive disinformation campaigns; using 
social media to control the political narrative; and radicalising, recruiting, and directing 
proxy actors. 

The North Atlantic Treaty Organisation has a similar definition: ‘Hybrid threats combine 
military and non-military, as well as covert and overt means, including disinformation, 
cyberattacks, economic pressure and deployment of irregular armed groups and use of 
regular forces. Hybrid activities are often used by adversaries because they realise that 
they cannot prevail in a conventional conflict with NATO, or broadly with the West, or 
even compete politically, militarily, or economically’.3 On that track is the European 
Centre of Excellence for Countering Hybrid Threats: ‘The term hybrid threats refers to 
an action conducted by state or non-state actors, whose goal is to undermine or harm a 
target by influencing its decision-making at the local, regional, state or institutional level. 
Such actions are coordinated, synchronised, and deliberately targeted at the 
vulnerabilities of democratic states and institutions. Activities can take place in political, 
economic, military, or civil information domains. They are conducted using a wide range 
of means and are designed to remain below the thresholds of detection and attribution’.4  

North Macedonia has made a significant contribution to countering hybrid threats and 
foreign malign interference by adopting the following strategic documents for that 
purpose: the Defence Strategy of the Republic of North Macedonia,5 the Cyber Defence 
Strategy,6 the Strategy for Building Resilience and Tackling Hybrid Threats,7 the Law on 
Crisis Management,8 and the Law for Coordination of the Security and Intelligence 

 
2 European Commission (2022a): Hybrid Threats, available at: https://defence-industry-

space.ec.europa.eu/eu-defence-industry/hybrid-threats_en  (July 3, 2024) 
3 Cattler, David (2021): What is NATO doing to address hybrid threats? Available at 

https://www.nato.int/cps/en/natohq/news_183004.htm 
4 European Center of Excellence for Countering Hybrid Threats (2022): Hybrid threats as a concept. 

Available at https://www.hybridcoe.fi/hybrid threats-as- a- phenomenon/ (12 May 2022) 
5 Ministry of Defense of the Republic of North Macedonia (2020): Defence Strategy of the Republic of 

North Macedonia, Official Gazette no.75/24/03/2020. available at 
https://www.mod.gov.mk/storage/2021/06/Defense -Strategy -of -the -Republic -of -North -
Macedonia.pdf (25 May 2022) 

6 Ministry of Defense of the Republic of North Macedonia (2020) Cyber Defense Strategy 
7 Government of the Republic of North Macedonia (2021) The strategy for building resilience and dealing 

with hybrid threats 
8 Government of the Republic of North Macedonia (2021): The Strategy for Building Resilience and 

Tackling Hybrid Threats. available at https://www.mod.gov.mk/storage/2021/12/Nacionalna-Strategija-
za-gradenje-otpornost-i-spravuvanje-so-hibridni-zakani-april-2021.pdf (29 May 2022) 
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Community of the Republic of North Macedonia.9 According to the 2020 Defence 
Strategy of the Republic of North Macedonia, the most significant risks North Macedonia 
faces are asymmetric, hybrid, and cyber threats as well as other non-military threats, 
including those posed by non-state actors, natural disasters, technological disasters, 
epidemics, and climate change.10 Another important source of insight into exposure to 
hybrid threats is the 2021 Strategy for Building Resilience and Tackling Hybrid Threats, 
which states that hybrid threats refer to a combination of malicious and subversive 
activities and conventional and unconventional methods (diplomatic, military, economic, 
and technological) which are utilised in a coordinated manner by state and non-state 
entities to achieve specified goals.11 

 

 
9 Law for Coordination of the Security and Intelligence Community of the RNM 
10 Ministry of Defence of The Republic of North Macedonia (2020): Defence Strategy of the Republic of 

the Republic of the North Macedonia, Official Gazette no.75/24/03/2020. Available at (25 May 2022) 
https://www.mod.gov.mk/storage/2021/06/Defence-Strategy-of-the-Republic-of-North-Macedonia.pdf 
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2 Analysis of Hybrid Threats and Malign Foreign 
Influence and Interference in North Macedonia 

North Macedonia, located in the Western Peninsula region, represents an important 
trajectory for the interception of major powers fighting for dominance at the global level. 
Considering the unpredictable security dynamics on a regional as well as global level, 
North Macedonia should take a holistic approach to counter hybrid threats and other 
foreign malign influences, primarily from autocratic powers, with the intention of making 
strategic changes in the current global order. In that direction, aiming to respond to the 
new security reality in the most appropriate way, North Macedonia should establish the 
process of resilience which will be based on assessing, addressing, and evaluating the 
importance of malign foreign interference and offering correct responses in order to 
enable the normal functioning of the Macedonian political system. 

2.1 The six dimensions of foreign interference 

The complex nature of foreign interference and hybrid threats requires holistic evaluation, 
and the framework of six dimensions: 
 

1. Threat Assessment  

2. Vulnerability Assessment 

3. Defence Mechanisms 

4. Coordination and Cooperation 

5. Legal and Policy Framework 

6. Impact and Effectiveness 

 
The first three stages are part of 
the access analytical process, 
that is, how North Macedonia 
and its political system make 
assessments of hybrid threats of 
foreign actors on Macedonian 
territory, detect eventual 
vulnerabilities in certain sectors in the Macedonian political system, and determine what 
kinds of defence mechanism should be placed in order to prevent significant harm to 
Macedonian society. The fourth and fifth stages will point out the existing mechanisms 
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for implementing the first three dimensions, and the sixth stage will evaluate the 
dimensions for assessing foreign malign interference and how Macedonian society offers 
appropriate solutions to prevent these unconventional threats to the Macedonian political 
system.           

2.2 Assess 

2.2.1 Threat Assessment 

Foreign influence of Russia in North Macedonia 
From the illegal annexation of Crimea in 2015, while promoting the “Gerasimov 
doctrine”, the Russian establishment began using unconventional sophisticated tools to 
decrease the influence of the US and its allies at the global level. Considering the 
unpredictable security environment, the Russian Federation considers the Western Balkan 
Region an appropriate venue for disseminating unconventional methods in accordance 
with Russian strategic goals and the purpose of diminishing the impact of the US and 
NATO on North Macedonia and other Western Balkan countries.  

Bilateral relations between the Russian Federation and North Macedonia were established 
in 1994, from which time a total of 20 cooperation agreements in the fields of trade, 
economic cooperation, culture, education, science, investment protection, and other fields 
have been signed.12 Russia’s distant stance towards North Macedonia began to change in 
2015 with political interference in home affairs in North Macedonia following the first 
wave of a proliferation of wiretapped materials in 2015, when the Prime Minister at that 
time Nikola Gruevski accused the opposition leader Zoran Zaev of plotting a coup d’état 
by blackmailing him with materials provided by foreign intelligence services. This event 
presented a clear signal for the Russian MFA to issue a statement in January 2015 
endorsing the position of the government and asking for a ‘thorough investigation of the 
incident’ while referring to a Russian proposal for  adoption of an OSCE document on 
‘the impermissibility of unconstitutional coups’.13 Such actions by Russia were 
characterised as taking sides in this institutional scandal, with negative international 
implications for North Macedonia: first of all, when there were anti-governmental 
protests, condemned by the Russian Federation for connections between the protesters 
and foreign actors, a new government was established in June 2017 by the SDSM, which 
intensified the process of solving the name issue with Greece, leading to the signing of 
the Prespa Agreement in 2018.  This agreement was followed by a nationwide referendum 
in September 2018. The whole process of resolving the name issue caused official 
relations between Russia and North Macedonia to deteriorate. Within this timeframe, 

 
12  Ministry of Foreign Affairs of Republic of North Macedonia. Bilateral cooperation with the Russian 

Federation. Available at: https://www.mfa.gov.mk/mk/page/138/bilateralni-odnosi-so-ruska-federacija 
13 Ministry of Foreign Affairs of the Russian Federation, Comment by the Information and Press 

Department on the abortive coup in Macedonia. 31 January 2015. Available at: 
https://www.mid.ru/en/foreign_policy/news/-/asset_publisher/cKNonkJE02Bw/content/id/917223 
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Russia claimed that the final idea of changing the country’s name was to ensure and speed 
up Skopje’s accession to NATO, contrary to the will of the people.14 Considering the 
direct foreign interference of the Russian Federation in domestic affairs in North 
Macedonia, the Macedonian government condemned Russia for interfering in the internal 
affairs of the country, and 13 high-profile Russian diplomats were expelled in period 
2018–2023.15 In March, North Macedonia became a NATO member, and along with 
Montenegro and Serbia, North Macedonia was a candidate for EU membership. After 
reaching the 2018 Prespa Agreement on name change with Greece, North Macedonia 
moved quickly to open EU accession talks. This was a deal that Russia tried to disrupt, 
but it was an effort that proved counterproductive and humiliating, as Greece (Russia’s 
historical ally) and North Macedonia expelled Russian diplomats who tried to interfere 
with name disputes.16 

According to numerous analyses and accounts, Russian influence is present in 
Macedonia, and it was significantly intensified after 2022, when the Russian invasion of 
Ukraine began. For instance, the Centre for Study of Democracy of Sofia, Bulgaria, in 
their analysis of the spread of disinformation and destabilisation of Southeast European 
democracies by Russia, claims that six billion USD from Russian sources have flowed 
undercover and illegally in Macedonian financial flows from 2000 to 2022.17 

Russian political interference finds fertile soil in the Macedonian political venue, 
considering that some Macedonian political subjects openly supported Russian 
intervention in Ukraine in 2022 and their stands overlapped with official Russian foreign 
policy. For example, the political party the Left (Levica), a Eurosceptic and anti-NATO 
party, depicts the NATO alliance as a terrorist organisation that creates conflicts and wars 
around the world and as an alliance that, instead of providing protection, propagates war 
for greater production of weapons for lucrative purposes. With these messages, the Left 
fully aligns with one of the Kremlin’s key narratives that ‘the war is actually between 
Russia and NATO, not between two brotherly nations’.18 In North Macedonia, in addition 
to the Left as a parliamentary party that follows pro-Russian positions and builds its 
political stance based on Russian disinformation narratives, there are marginalised 
parties, such as Rodina, MAAK, and United Macedonia, that do not have a great influence 
outside their sphere of influence. They divide the electorate and propagate to their 

 
14  Ministry of Foreign Affairs of the Russian Federation. Comment by the Information and Press 

Department on the results of Macedonia’s referendum. 1 October 2018. Available at: 
https://www.mid.ru/en/ foreign_policy/news/-/asset_publisher/cKNonkJE02Bw/content/id/3363368 

15 “Macedonia Claims Expelled Russian Diplomat Breached Security”, Balkan Insight, 27 March 2018. 
Available at: https://balkaninsight.com/2018/03/27/macedonia-claims-expelled-russian-diplomat-
breached-security-1-03-27-2018/ 

16 Samorukov, Maxim. “Double or Quits: A Russian Approach to North Macedonia and NATO.” 
Carnegieendowment.org, 14 May 2019 

17 Petrovski, Ismaili, Kovacevska. Available at: https://vistinomer.mk/od-levica-preku-rodina-do-grom-i-
maak-koi-se-megafonite-na-moskva-vo-zemjava/ 

18 Petrovski, Ismaili, Kovacevska. Available at: https://vistinomer.mk/od-levica-preku-rodina-do-grom-i-
maak-koi-se-megafonite-na-moskva-vo-zemjava  
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supporter’s anti-Western rhetoric while declaring themselves Macedonian homeland-
loving platforms as they use Russian rhetoric on lost identity and try to use fear of the 
erasure of Macedonian national identity, causing conflict with all those who disagree with 
their rhetoric and labelling them traitors and servants of the foreign services. Their 
statements overlap with Russian narratives and propaganda. In this sense, the academic 
community in North Macedonia has detected tools for exerting Russian influence in 
Macedonian society: 

• Efforts to finance lesser political parties, for which public prosecution should be 
vigilant and act upon reactions to public voices. 

• Building connections between the centre for informing Moscow and controversial 
informational portals in North Macedonia 

• Cultural and informational events aimed to strengthen consciousness of the 
significance of Russia and Russian culture in excess of the general acceptance of 
the significance of Russian culture and praising the current Russian regime.  

• Strengthening the religious feelings of the Macedonian and Russian people in the 
context of the significance of the Russian Orthodox Church.19 

Therefore, while North Macedonia may not at the moment be a hotspot for conflict, the 
lack of success so far in its bid for EU membership may leave North Macedonia isolated 
to become fertile ground for disruptive influence by malign external factors and their 
proxy partners in the immediate neighbourhood. 

Influence of China in North Macedonia 
China’s influence in North Macedonia is not as malign as the Russian impact, but Chinese 
interference in North Macedonia comprises economic, cultural, and ideological 
interference that mutually reinforces and serves China’s ultimate goal of becoming a 
global power that can use its worldwide dominance to advance its economy and society, 
thus providing legitimacy for the continued rule of the Chinese Communist Party.  

The strategic Chinese objective is to build Sinocentric alliances that will support China 
and its position in multilateral fora.20 North Macedonia is a member of several 
international organisations, such as the United Nations, the World Trade Organisation, 
and the World Health Organisation (NATO), where each country’s vote counts. Thus, 
China seeks to ensure North Macedonia’s friendship, or at least neutrality, on decisions 
and resolutions tabled by Western governments. 

 
19 ,,Ugore visoko,udole dlaboko:Presek na pricinite I puknatinite za poroznost na propagandata I laznite 

vesti od nadvor vo makedonskiot mediumski prostor’’, Estima, 2024 
20 Krstinovska, Ana. Chinese influence in North Macedonia, August 2022, 

https://cepa.org/comprehensive-reports/chinese-influence-in-north-macedonia/ 
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China’s significant economic relations with North Macedonia started in 2012, when 
North Macedonia became a member of the China-CEE Cooperation Platform, although 
Sino-Macedonian trade relations began in 1993. The platform aims to foster cross-
regional cooperation between China and its partner countries spanning a variety of areas, 
including the economy and trade, culture, education, youth exchange, agriculture, 
tourism, science and technology, health, think-tank exchanges, and subnational 
cooperation.21 It also served as an avenue to channel Chinese infrastructure loans through 
a USD 10 billion facility at the disposal of CEE countries. North Macedonia was the first 
country to withdraw funds from the credit line for the construction of two highway 
sections. One of the main drivers of Macedonia’s authority at the time to take on Chinese 
debt was the fact that the project had been considered non-viable and rejected by 
European lenders. Compared to the effectiveness and delivery of the first loan and the 
Chinese-funded infrastructure project of the Kozjak hydropower plant (finished with 
some delays), the contract for the construction of two highway sections with a total length 
of 100 km concluded in 2013 is a different story. While the Shtip-Miladinovci section 
was finished with only a minor delay and without major controversies, the Kichevo-Ohrid 
highway construction did not proceed smoothly and in line with projected deadlines and 
amounts, opening serious issues related to project planning, preparation, and execution. 
Although construction began in May 2014, serious structural shortcomings related to 
project documentation and administrative procedures caused a serious delay of five years, 
even though the project was initially supposed to be finished in 2019. Although the 
condition for this loan was quite competitive and favourable, with 2% fixed interest rates 
and a 20-year repayment that includes a 5-year grace period, all loan contracts concluded 
with the Chinese EXIM bank contain provisions that put all stakeholders in an inferior 
position,22such as a clause for unilateral suspension of the contract, cancelling the loan, 
and requirement for immediate repayment in a broad range of circumstances. 

Therefore, the main political gain for China in large infrastructure loans is dependency in 
foreign affairs and the decision-making of the recipient countries upon itself.23 North 
Macedonia is no exception to the standard model of Chinese loan agreements. In this 
context, the highway construction project ties North Macedonia to China in an 
asymmetrical way that provides China with significant leverage in bilateral relations. The 
project contains clauses on the conditions under which China could unilaterally terminate 

 
21 Krstinovska,A .Simonovski, Z. Davitkovska-Spasovska, A. Hope for the Best, Prepare for the Worst: Is 

North Macedonia vulnerable to economic Pressure by the People’s Republic of China? Estima & 
Konrad Adenauer Stiftung-Skopje, (2024) 

22 Krstinovska A.: China’s Aid in the Western Balkans: Supporting Development, Undermining Good 
Governance, 2022, available at: https://chinaobservers.eu/chinas-aid-in-the-western-balkans-
supporting-development-undermining-good-governance 

23 Krstinovska A. China’s Development Assistance to the Western Balkans and its Impact on Democratic 
Governance and Decision- making. Journal of Liberty and International Affairs. 2022. Available at: 
https://e-jlia.com/index.php/jlia/article/ view/485/279 
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the contract in a vague manner, which could be arbitrarily invoked should China decide 
to do so for political reasons.24 

China’s ideological objective is to promote the ‘Chinese way’ as an alternative to current 
western liberal-democratic order. In this context, China strives to present its economic 
ascent and technological achievements as products of its political system, which, in turn, 
is presented as a positive example for North Macedonia. To impose this, the Chinese 
Communist Party seeks to expand its influence in North Macedonia via an increased 
presence in traditional and social media, educational and cultural diplomacy, sponsored 
trips and training programmes, and COVID-19 emergency assistance (so-called vaccine 
diplomacy) while promoting narratives that overlapped with the official standpoint of 
Chinese foreign policy and economic diplomacy. China uses these tools and methods in 
parallel for various purposes and targeting different audiences. Some are meant to 
cultivate a friendly view of China among stakeholder groups, while others are 
reactive/coercive and can be used to pressure North Macedonia to recalibrate its position, 
if necessary.25 

In order to expand its influence in North Macedonia, by using ‘soft power’, the Chinese 
ambassador has written op-eds and given interviews in traditional and online media in 
2020 on issues such as China’s experience handling the pandemic and the use of 
technology,26 China’s policy of promoting openness, cooperation, and the BRI,27 and 
religious pluralism,28 which arose from China’s prosperity, led by the Chinese 
Communist Party.29 

However, in the past two decades, Macedonian officials have always described their 
relationship with the People’s Republic of China as traditionally friendly, with no open 
issues. North Macedonia has adhered to the One-China Policy and has striven to make 
the most of its economic cooperation by focusing on increasing exports, attracting direct 

 
24 Krstinovska A. China’s Development Assistance to the Western Balkans and its Impact on Democratic 

Governance and Decision- making. Journal of Liberty and International Affairs. 2022. Available at: 
https://e-jlia.com/index.php/jlia/article/ view/485/279 

25 Krstinovska, Ana. Chinese influence in North Macedonia, August 2022, 
https://cepa.org/comprehensive-reports/chinese-influence-in-north-macedonia/ 

26 Zuo, Zhang, “China supports the fight against coronavirus using digital technology,” Denesen, April 
18, 2020, https://denesen.mk/ambasador-dzang-dzuo-kina-se-zalaga-za-borba-protiv-koronavirusot-so-
digitalna-tehnologija/ 

27 Zuo, Zhang, “China continues to promote the creation of an open system for exchange and mutual 
benefit,” Faktor, July 22, 2020, https://faktor.mk/kineskiot-ambasador-zuo-za-faktor-kina-prodolzuva-
da-ja-promovira-izgradbata-na-otvoren-sistem-za-sorabotka-i-zaednichka-korist 

28 Zuo, Zhang, “The meaning of harmonious religious pluralism in China,” Premin, March 26, 2020, 
https://preminportal.com.mk/nauka-kultura/nauka-i-religija/22881-znachenjeto-na-harmonichniot-
sozhivot-na-verskiot-plualizam-vo-kina-2 

29 Zuo, Zhang, “China’s moderate prosperity means a better future for the world from all aspects,” 
Opserver, October 1, 2021. https://opserver.mk/kolumni/dzhang-dzuo-umereniot-prosperitet-na-kina-
vo-site-pogledi-oznachuva-podobra-idnina-za-svetot/ 



 

13 

investments, and using Chinese funds for large infrastructure projects.30 In that sense, it 
is worth noting that contrary to Russian activities in North Macedonia and common 
actions between China and Russia on the international scene, despite the failure of the 
Kichevo-Ohrid highway project, the People’s Republic of China is not only perceived 
positively among the Macedonian public, but a positive perception seems to be on the rise 
in recent years.31 

Table 1: Percentage of citizens who believe that North Macedonia’s interests are best served by maintaining 
strong relations with China. 

Percentage of interviewees 
who responded with ‘agree’ 
or ‘strongly agree’ 
combined  

Aug 
2017 

Jul 
2018 

Feb 
2020 

Mar 
2021 

Nov 
2021 

Oct 
2022 

May 
2023 

52 58 53 59 64 65 63 
Source: International Republican Institute 

2.2.2 Vulnerability Assessment 

Suitability of North Macedonia’s political system to foreign interference 
North Macedonia’s political system, as in other countries of the Western Balkans, enabled 
a surge of foreign malign interference due to the high extent of Macedonian-polarised 
society on the horizontal and vertical levels. The current political system in North 
Macedonia is largely the result of the power-sharing agreement of 2001.32This system 
understands democracy to have mostly consociational traits. The political parties with the 
majority vote from the ethnic Macedonians and the ethnic Albanian ‘political blocks’’ 
form the government.33 While society is relatively reconciled on an ethnic level, with 
sporadic escalations and low involvement of religious authorities in daily politics, there 
is still a tendency for an ethnically driven political and social organisation with low trust 
and interaction between ethnic communities. This fragile political and social setting often 
serves as fertile ground for internal and external factors to generate instability or exert a 
malign influence.34 Despite ethnic fragmentation, which is embedded in the country’s 
political system, the people of North Macedonia tend to care more about the country’s 
economic outlook, widespread corruption, and impunity.35 The Russian-Ukraine War 
further increased citizens’ concerns about economic stability and security. In August 

 
30 Krstinovska,A .Simonovski, Z. Davitkovska-Spasovska, A. Hope for the Best, Prepare for the Worst: Is 

North Macedonia vulnerable to economic Pressure by the People’s Republic of China? 
Estima&Konrad Adenauer Stiftung-Skopje, (2024) 

31 Comparison of the annual opinion polls conducted by the International Republican Institute, (2023) 
32 ‘Ohrid Framework Agreement’. 2001. 2001. https://www.osce. org/Skopje/100622. 
33 Markovikj, Nenad, and Misha Popovikj. 2015. ‘Political Dialogue’. IDSCS (blog). 17 September 2015. 

https://idscs.org.mk/en/2015/09/17/promotion-of-the-analysis-political-dialogue/. 
34 Rechica, V. (2023) “Vulnerable Democracies: The effect of foreign influence on the political and social 

life in North Macedonia” 
35 ‘Public Opinion Poll: Residents of North Macedonia’. International Republican Institute. 7 March 

2022. https://www.iri.org/resources/public-opinion-poll-residentsof-north-macedonia/. 
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2022,  inflation hit a record high of 16.8%, food price inflation reached 25.9%,36 and 
public debt rose by 5.8%, accounting for 58.6% of national GDP.37 The economic crisis 
has further exacerbated inequality, with 21.8% of the population at risk of poverty.38 
Moreover, the government struggles to establish safeguards against corruption, and 
introducing good governance practices remains the Achilles heel in the democratisation 
process of North Macedonia.39 The worsening economic situation and high level of 
corruption,40 combined with low trust in institutions and low expectations from 
established political parties, allows third actors to wield political polarisation among 
citizens and create space for internal destructive political narratives.41 

In addition, the information space in North Macedonia is characterised as one of the areas 
most vulnerable to foreign interference intended to cause significant disruptions to 
domestic public opinion. Russian disinformation found its way to Macedonian audiences 
through various online media portals and traditional media. The unregulated space of 
online media space facilitates the implementation of these malign campaigns.42According 
to Freedom House’s report from 2022,43 North Macedonia became a partially free country 
for the first time in 2022, evading the transitional period with hybrid-regime countries. 
The conditions under which a country is vulnerable to disinformation depend primarily 
on its internal predispositions, then on foreign factors.44 A high level of polarisation, with 
low levels of trust in media and institutions, populistic communication, increased social 
media use, and a fragmented environment are some of precondition that make a country 
more vulnerable to disinformation,45 defined as: proven false or misleading information, 
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created, published, and distributed for the purpose of gaining economic benefit or the 
purpose of deliberately deceiving the public, and which may harm the public interest.46 
The lack of appropriate legislation for the regulation of the online media space in North 
Macedonia was mentioned by the European Commission in the latest Country Report on 
North Macedonia for 2023.47 The lack of online media regulation has led to breaches of 
intellectual rights and growing threats due to the spread of disinformation. In addition to 
the country’s commitment to combat the spread of disinformation through strategic 
documents and attempts at media self-regulation, citizens of North Macedonia continue 
to face disinformation daily. This trend is especially emphasised during the pre-election 
period, when online media disseminate information that is frequently unconfirmed or 
from untrustworthy sources, and their distribution goes unpunished, given the absence of 
regulation of this type of media.48The importance of dealing with disinformation during 
election campaigns is also emphasised in the Screening Report for Cluster1-Fundamental 
for the Republic of North Macedonia published by the European Commission in July 
2023.49 This reiterates the need to regulate online media, especially in view of the growing 
threat of disinformation in the context of election campaigns. 

2.2.3 Defence Mechanisms 

To effectively respond to hybrid threats and other foreign malign interference, North 
Macedonia has adopted effective strategies to protect Macedonian society and the sectors 
most vulnerable to these interferences. The key strategic documents that cover all policies 
and strategies in this direction are the Defence Strategy of the Republic of North 
Macedonia,50 the Cyber Defence Strategy,51  and the Strategy for Building Resilience and 
Tackling Hybrid Threats.52 The last strategy was prepared by the Ministry of Defence of 
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North Macedonia and adopted in 2021.53 It underlines the kinds of instruments North 
Macedonia should use to protect Macedonian citizens in the case of hybrid attacks on 
Macedonian territory. This strategic document aimed to create national resilience and 
effectively deal with hybrid threats. To achieve this goal and decrease the impact of 
malign interference, North Macedonian activities that can be undertaken may be divided 
in six areas of operational activity: political instruments, economic instruments, military 
forces, civilian instruments, information instruments, and protection of critical 
infrastructure. The defence mechanism can effectively detect, prevent, and mitigate 
foreign interference attempts if it works according to the Action Plan as an operative 
document for implementing the Strategy for Building Resilience and Tackling Hybrid 
Threats. 

The Defence Mechanism eliminates any weaknesses if the respective measures function 
in the six vulnerable areas: 

 Political instruments 
The first area where activities conducted using political instruments will be applied is the 
political sector, where the key effect that will be achieved is the continuity of the 
government. For this purpose, a system for early warning of eventual threats of 
identification and preparation of key personnel for that goal should be built. In addition, 
an effective system for crisis management to support government activities in times of 
crisis must be ensured.   

 Economic instruments 
The second area of operational activity concerns the development of the Macedonian 
economy and the creation of benevolent economic conditions, where the main focus will 
include establishing a functional mechanism for dealing with the risks of direct foreign 
investments. The key activity in this area is the fight against corruption. 

 Military forces 
The third area represents military and security forces and institutions, that is, the defence-
security sector. In this area, the key goal is to create the capabilities of military security 
forces and the capacity to manage and provide support against hybrid threats. The fact 
that when hybrid threats occur, the activity of conventional military forces is minimised 
indicates that it is necessary to continue the advancement of defence-security 
mechanisms. In addition, intelligent subjects of the Republic of North Macedonia should 
continue to cooperate with the EU and NATO’s intelligence capabilities responsible for 
the evaluation of hybrid threats. 

 Civil instruments 
The fourth area is civil society. In fact, hybrid warfare was designed to create societal 
divisions and trigger unrest to overturn the current government through disinformation 
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and psychological operations. In this context, it is necessary to create a consciousness of 
critical thinking and media literacy among the citizens of North Macedonia. Civil society 
plays a particular role in the process of building resilience, and civic organisations should 
continue to be active correctors and observers of the situation (Prespa Institute). 

 Information instruments 
The fifth area represents the informational sector, where the key effect needed for 
countering hybrid threats is creating capabilities for the detection of disinformation and 
psychological operations as well as for dealing with Internet trolls and using artificial 
intelligence to spread fake news and disinformation. One of the effects that must be done 
is to create a consistent and effective system for strategic communication, led directly by 
the Government of the Republic of North Macedonia in cooperation with other relevant 
state institutions. Additionally, the Macedonian public broadcasting service will 
implement coherent activities to deal with fake news, misinformation, and 
disinformation, and adequate conditions should be created for implementation. In other 
words, North Macedonia will support citizens’ associations which will effectively cope 
with disinformation. 

 Protection of critical infrastructure 
The sixth area of operational activity is the protection of the critical infrastructure of the 
Republic of North Macedonia. The first matter to be achieved is the adoption of a 
legislative solution in which critical infrastructure is determined, and consequently, 
adopting regulations for its protection. In this context, the EU and NATO’s regulations 
will be a framework for the future activities of the Republic of North Macedonia in 
determining and securing critical infrastructure. The defence instruments in all six areas 
should be integrated as a whole to ensure to a significant extent the resilience of North 
Macedonia to foreign malign interference. The main aspect of successfully countering 
foreign interference is the preparation of the whole society, and the significance of 
resilience to foreign interference for Macedonian society. Building resilience is a long-
term process that must be context-specific and embedded in national development 
policies and planning. To realise the protection of national interests and create national 
resilience in society, North Macedonia needs to build an effective concept for dealing 
with a series of challenges, as well as defend against cyber and hybrid attacks, and should 
be able to adapt to an unpredictable, complex, and changing security environment.54 

2.3 Address 

2.3.1 Coordination and Cooperation 

In 2019, the Government of the Republic of North Macedonia initiated a process to 
explore the level of vulnerability of the country to hybrid threats in cooperation with the 
European External Action Service, in accordance with the Joint Framework of the 

 
54 Gerginova, T. (2023), Tools to reduce vulnerability from hybrid threats”, Faculty of Security Skopje”. 



18 

European Union on countering hybrid threats. The government of the Republic of North 
Macedonia formed a Working Group for building resilience to hybrid threats and risks, 
conducting research on capability and capacity at the national level for detecting hybrid 
threats, enhancing resilience to this kind of threat, and building the capability to deal with 
the consequences of hybrid threats. The activities and lessons learned from the EU and 
NATO provide the possibility of creating a framework for the advancement of dealing 
with hybrid threats at the national level. The Republic of North Macedonia is in a position 
to use learned lessons, cooperate, and contribute to all relevant activities of the EU and 
NATO related to hybrid threats, such as strategic communications intelligence, cyber 
security, the protection of election processes, and academic research, through cooperation 
with the security-military structures of both organisations.55 Hence, building resilience is 
a key tool for countering hybrid threats which represents a long-term process that must 
be context-specific and embedded in national development policies and planning.56 
Recognising the complex nature of the new security architecture, North Macedonia 
adopted the Strategy for Building Resilience and Tackling Hybrid Threats in 2021. This 
Action Plan (2021–2025) represents an operational strategic document on how to 
implement fortified goals and instruments and conduct periodic evaluations in the six area 
considered the main target for conducting hybrid threats in the territory of the Republic 
of North Macedonia. As a first step, Macedonian institutions should build national 
resilience using the following three methods: 

 Detection of the threat 
To deal with hybrid threats, detection implies having the ability to obtain relevant and 
timely information about an attacker’s potential intention from all domains. Owing to the 
complex nature of hybrid threats, stakeholders in all fields must develop early detection 
methods (in Macedonia, this role is played by the National Security Council of the 
Intelligence-Security Community). 

 Rejection of the threat 
This comprises the ability to repeal a threat aimed at building resilience, building the 
capacity to withstand stress, and the ability to overcome the damage caused by threats, as 
well as the ability to retaliate against an attacker. Therefore, resilience is needed above 
all. 

 Response to the threat 
Responding to hybrid threats means having an effective decision-making process at the 
strategic level. In North Macedonia, the Council for Coordination of the Intelligence-
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Security Community is responsible for giving direction, making conclusions, and 
proposing measures to respond to hybrid threats to national security.57 

A key factor in the process of responding to hybrid threats is having a credible assessment 
of the situation, determining the level of threat tolerance, and considering the changing 
circumstances in a country that might be subject to hybrid threats. Therefore, it is 
necessary to realise effective inter-institutional communication and cooperation, the 
coordination of intelligence services, and a fast and efficient political decision-making 
process led by the Government of Republic of North Macedonia. The availability of 
credible and timely information on hybrid threats against the Republic of North 
Macedonia will assist in the decision-making process, as well as the process of activating 
the assistance mechanisms of the European Union and NATO’s collective defence 
system. 

2.3.2 Legal and Policy Framework 

The contemporary security situation is characterised by complex threats which have 
substantially changed over the past two decades. In this sense, the Republic of North 
Macedonia, recognising the new security environment, has contributed to creating an 
appropriate legal and policy framework to counter hybrid threats and other forms of 
foreign interference. The principal legal framework for countering hybrid threats is based 
on the Law on Crisis Management adopted in 2005 and the Law for Coordination of the 
Security and Intelligence Community of the Republic of North Macedonia adopted in 
2019. 

The Law on Crisis Management regulates the crisis management system in the Republic 
of North Macedonia, that is, organisation and functioning, decision-making and 
utilisation of resources, communication and coordination, assessment of threats to the 
security of the republic, planning and financing, and issues related to crisis management 
systems.58 

From the other side, Article 21 of the Law for Coordination of the Security and 
Intelligence Community outlines that the Council for Coordination of the Intelligence and 
Security Services is required to submit reports, briefings, analyses, assessments, and other 
information to address security and intelligence threats and risks to the national security 
of the country.59 The main strategic-political document for tackling hybrid threats is the 
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Strategy for Countering and Tackling Hybrid Threats, adopted by the Government in 
2021, in accordance with the strategic documents of the European Union and NATO. In 
achieving the goals and effects that should be done, this strategic-political document 
outlines the main goal of the Strategy of creating and building national resilience, as well 
as countering hybrid threats in an effective way. To achieve this goal, the Strategy for 
Countering and Tackling Hybrid Threats is primarily directed towards creating resilience 
for detection and decreasing the country’s vulnerability to hybrid threats, emphasising the 
six vulnerable areas suitable for concrete foreign malign interference. 

Therefore, Macedonian institutions should increase their capability to respond in 
accordance with the established framework and the defensive plans of the NATO and 
European Union regulatory bodies.60 Activities of Macedonian institutions authorised for 
this purpose, led by the Government of the Republic of North Macedonia, have to be 
divided into six areas in the political, economic, and military and security sectors, the 
civilian sector, and the protection of critical infrastructure. In addition, the adopted Action 
Plan (2021–2025) represents an operative document on how to operationalise the fortified 
goals described in the Strategy, assess criteria for evaluation, and proceed with 
cooperation between institutions to increase resilience in countering hybrid threats. North 
Macedonia’s own policy and legal framework as a NATO member and EU candidate 
must be in accordance with the strategic documents of both institutions regarding 
countering hybrid threats. North Macedonia’s membership in NATO contributed to the 
national system that relatively quickly has taken over certain processes and concepts. 
Thus, in the area of policymaking, a series of strategic documents of exceptional 
importance, such as the Strategy for Cyber Defence61 and the Strategy for Building 
Resilience and Tackling Hybrid Threats62 were adopted. At the same time, the 
aforementioned Strategy for Building Resilience is set quite broadly, although there are 
no annual progress reports, particularly because some of these issues run through the 
European Commission Country Report on North Macedonia.63 

To make a credible response to foreign interference, North Macedonia prepared a draft 
National ICT Strategy 2021–2025, with an accompanying Action Plan in the sphere of 
digitalisation based on six pillars: Connectivity and government infrastructure, 
Centralisation and Streamlining of ICT and e-Government Services, Digital Skills 
Research, Development and Innovation, Data Protection and Digital Services. 
Considering that during the Parliamentary election in 2020, the IT system of the State 
Election Commission was subject to an illegal foreign attack against which North 
Macedonia was not capable of protecting its digital system properly and thus was forced 
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to request assistance from NATO, North Macedonia should align its National ICT 
Strategy 2021–2025 in accordance with fortified NATO standards.  

Considering that corruption represents a critical security issue that can seriously 
undermine the stability of the Macedonian political system, North Macedonia’s State 
Commission for the Prevention of Corruption adopted the National Strategy for Tackling 
Corruption 2021–2025, in 2021 to decrease serious vulnerability in this area of the 
economic sector suitable for effective foreign interference.64 

According to the Criminal Code, spreading misinformation (false or inaccurate 
information, getting the facts wrong) does not constitute a crime, and Internet media are 
not regulated by a special law, but are left to self-regulation. This principle is encouraged 
by international media reporting standards; however, it is insufficient in the new context. 
On the other hand, if disinformation is prevented by making it a crime, then one enters 
another sensitive area, where it is extremely difficult to strike a balance between the need 
for security and protection against disinformation, and what constitutes a standard of 
freedom of speech in accordance with Article 10 of the European Convention on Human 
Rights.65 In this context, adopting a consistent legal and policy framework to build 
resilience against hybrid threats is one of the key pillars for building appropriate resilience 
against foreign interference in North Macedonia. 

2.4 Evaluate 

2.4.1 Impact and Effectiveness 

The war in Ukraine has significantly changed the geopolitical landscape in Europe, 
particularly the political situation in the Western Balkans. The influence of external actors 
such as Russia, China, Türkiye, and the Gulf States has been present in the past; however, 
with the new emerging situation, their impact has significantly changed, and in certain 
social and political contexts, their impact has strengthened. North Macedonia’s sluggish 
EU integration process, following decades of various blockades, recently culminated in 
French proposals to lift the Bulgarian veto, generating more frustration and polarisation 
among citizens,66 as well as expanding the space for potential malign interference in the 
country’s democracy. The effect of third parties can be seen through clear signs of 
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political polarisation: populism by several political subjects,67 economic crises 
exacerbating inequality, and low trust in democratic institutions.68  

To decrease or minimise foreign interference, the Government of the Republic of North 
Macedonia adopted certain strategic political documents in accordance with the EU and 
NATO, such as the Strategy for Building Resilience and Tackling Hybrid Threats and 
defined defensive mechanisms to create comprehensive protection and prevention of 
Macedonian society from eventual hybrid threats by third parties. These defence 
mechanisms should act as a whole and should be evaluated periodically to detect gaps in 
their functioning. In that sense, Macedonian civil society should have an essential impact 
in promoting media literacy and critical thinking, adopting credible legislation to make 
appropriate regulations between unconventional media (online portals), which will 
represent added value in countering foreign interference more effectively. This is why 
democratic forces must invest in intra-party democracy to mitigate the potentially malign 
influence of third actors through local politicians, considering that little engagement is 
needed from party leaders to influence the larger public opinion.69 

 
67 Rechica, Vlora, Jovan Bliznakovski, and Misha Popovikj. 2022. ‘The Populist Citizen: Why Do the 

Citizens Support Populist Leaders and Policies in North Macedonia?’ IDSCS (blog). 3 May 2022. 
https://idscs.org.mk/en/2022/05/03/ the-populist-citizen-why-do-the-citizens-support-populist -leaders-
and-policies-in-north-macedonia/ 

68 Bliznakovski, Jovan, Vlora Rechica, Misha Popovikj, and Toshe Zafirov. 2021. ‘Man of the People: 
Public Opinion Analysis of Citizen’s Political Demands’. IDSCS (blog). 29 November 2021. 
https://idscs.org.mk/en/2021/11/29/man-of-the-people-manpublic-opinion-analysis-of-citizens-
political-demands-2 

69 Rechica, V. (2023) “Vulnerable Democracies: The effect of foreign influence on the political and social 
life in North Macedonia” 



 

23 

3 Implementing Hybrid Threat Countermeasures 
in North Macedonia 

3.1.1 Threat Assessment of foreign interference in North Macedonia 

The Russian Federation and the People’s Republic of China represent two principal 
external powers that project their foreign interference through their foreign policy in 
North Macedonia. First, these external powers are trying to disrupt the Macedonian 
political system through interference in the Macedonian political, economic, and 
information sectors using different tools and tactics with the aim of creating a significant 
division in Macedonian society. 

The main tools that the Russian Federation is related to are disinformation, 
misinformation, and fake news activities as part of one spectrum of unconventional 
warfare that evolved starting in 2006, continued with holding the referendum in 2019, 
and further accelerated with Russian aggression in Ukraine in 2022, when activities of 
Russian foreign policy through the Russian Embassy in North Macedonia were directly 
related to interference in decision-making in foreign and security policy of North 
Macedonia. The Macedonian Government condemned Russia’s activities as interfering 
with the country’s internal affairs and triggered the Ministry of Foreign Affairs in North 
Macedonia to expel 13 highly profiled Russian diplomats in period 2018–2023.70 

From the illegal annexation of Crimea in 2015, promoting the Gerasimov doctrine, the 
Russian establishment began using unconventional sophisticated tools to decrease the 
influence of the US and its allies at the global level. For instance, the Centre for the Study 
of Democracy from Sofia, in their analysis of the spread of disinformation and 
destabilisation of Southeast European democracies by Russia, claims that six billion USD 
from Russian sources have flowed undercover and illegally in Macedonian financial 
flows from 2000 to 2022.  

Considering the unpredictable security environment, the Russian Federation considers the 
Western Balkan Region an appropriate venue for disseminating unconventional methods 
in accordance with Russian strategic goals and the purpose of diminishing the impact of 
the US and NATO on North Macedonia and other Western Balkan countries. Therefore, 
while North Macedonia may not momentarily be a hotspot for conflict, the lack of success 
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so far of its bid for EU membership may leave North Macedonia isolated and become 
fertile ground for disruptive influence by malign external factors, such as Russia. 

On the other hand, the methods applied by the People’s Republic of China to realise their 
goals are strategic, economic, cultural, and ideological. They are mutually reinforcing and 
in service of China’s ultimate goal of becoming a global power able to use its worldwide 
dominance to advance its own economy and society.71 The strategic objective of China 
in North Macedonia is to build a Sinocentric alliance, an objective that will support 
China72 and its position, because China is dissatisfied with the current global order 
dominated by the United States.  

Cultural diplomacy is one of the most influential sources of Chinese foreign interference 
in Northern Macedonia. In this context, the establishment of the Confucius Institute at 
Saint Cyril and Methodious University in Skopje represents a powerful tool for promoting 
Chinese soft power through the implementation of significant cultural activities. The 
curriculum and teaching materials of the Confucius Institutes, developed by the Chinese 
government present the official position of China, leaving no space for debate or critical 
thinking. The spectrum of tools for promoting Chinese presence and interference in 
Northern Macedonian society has evolved from funding and reconstructing primary 
schools in the municipality of Kisela Voda through the participation of the major telecom 
firm Huawei in implementing e-education projects in North Macedonia.73  

The Chinese presence and interference in North Macedonia’s society had a particular 
effect during the COVID-19 pandemic by promoting vaccine diplomacy when promoted 
narratives overlapped with the official standpoint of Chinese foreign policy. 

It is worth noting that NATO, in the newest NATO Strategic Concept from 2022, defines 
Russia as an immediate threat to the Euro-Atlantic Area, and China for the first time in 
any strategic documents of NATO has been mentioned as a strategic rival of NATO, so 
that North Macedonia’s response to eventual nonconventional threats by the Russian 
Federation and China should be completely in accordance with the EU and NATO’s 
strategic documents and defensive plans regarding malign interference by both powers. 

3.1.2 Vulnerability Assessment 

North Macedonia is a highly polarised and fragmented society that represents fertile soil 
for the penetration of foreign interference, and as a NATO member since 2020, still 
struggles with these forces, mainly on ethnic and political lines. One example of this 
polarisation and fragmentation is the public attitude toward NATO and EU membership: 
46% of the Macedonian majority, the largest number of countries surveyed, would prefer 
their country to belong to the West. In line with this attitude, 78% support North 
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Macedonia joining the EU, while 72% support NATO membership. On the other hand, 
pro-Russian sentiment is considerable. Only 10% think Russia presents a threat to North 
Macedonia, and 65% believe that Russia is North Macedonia’s Slavic brother. These 
numbers are lower among the Albanian minority because of the lack of ethnic and 
religious ties with Russia, but combined with a high degree of susceptibility to 
disinformation, this factor can be easily utilised by pro-Kremlin actors to spread false 
narratives among the Macedonian population.74  

Additionally, further polarisation of the Macedonian political system is triggered by 
certain political narratives by some political subjects (Left, Rodina, United Macedonia, 
and MAAK), with varied impacts indirectly overlapping with Russian and Chinese 
campaigns opposed to official Macedonian foreign policy. Besides political vulnerability 
in the Macedonian political system, parts of the economic sector represent fertile soil for 
foreign interference, where issues related to endemic corruption in North Macedonia 
seriously threaten North Macedonians’ position as a reliable democratic country, 
particularly as it seeks to join the European Union. The country is vulnerable to state 
capture, weak institutions, and high-level corruption. Thus, corruption is a critical 
security issue, as it produces incapacitated institutions that can be exploited for domestic 
and foreign private interests. These deficiencies are not those of a single layer of checks 
and balances, and their failures can cause citizens to lose equal access to rights or business 
opportunities in competitive markets. These weaknesses can have political consequences, 
permitting malign actors to push a country’s decision making towards their own political 
goals. Correspondingly, malign external actors can exploit deficiencies to benefit the 
companies they control, thereby infringing on markets and economic development.75 

In addition to internal vulnerabilities related to the political and economic aspects of the 
Macedonian political system, the state of porousness in the information sector in North 
Macedonia enables the effectiveness of external disinformation campaigns in 
Macedonian society. The most vulnerable sphere in the informational sector is the lack 
of appropriate legislation for the regulation of Internet portals in North Macedonia (at this 
moment, based on self-regulation). In this sense, the European Commission, in its latest 
Country Report on North Macedonia for 2023, pointed out that the lack of online media 
regulation leads to breaches of intellectual rights and growing rights from the spread of 
disinformation.76 The importance of dealing with disinformation during election 
campaigns is also emphasised in the Screening report for Cluster1-Fundamentals for the 
Republic of North Macedonia published by the European Commission in July 2023, 
reiterating the need for the regulation of online media, especially in view of the growing 
threat of disinformation in the context of election campaigns. Besides the lack of credible 

 
74 https://www.vulnerabilityindex.org/north-macedonia.html#chapter-1 
75 Popovikj, M. (2023), Corruption as security issue in North Macedonia: Can the country manifest 

reliability on the international stage? -International Republican Institute, www.IRI.org 
76 North Macedonia 2023 Country Report" (European Commission, 8 November 2023), 

https://neighbourhood-enlargement.ec.europa.eu/system/files/2023-
11/SWD_2023_693%20North%20Macedonia%20report.pdf   
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legislation for the regulation of online portals, the second main reason for the projection 
of foreign interference in the informational sector is the critically low level of qualitative 
coverage of media literacy in Macedonian society. According to The Media Literacy 
Index 2023,77 North Macedonia is ranked at the bottom, placed in the last quintile, with 
39 points out of 100, making it the third weakest country with very scarce achievements 
for all five indicators: media education, freedom, confidence, and new forms of inclusion, 
with particularly bad results in confidence and participation in public through new forms 
of communication and information. In that sense, a lack of legislation for online 
regulation accompanied by a very low level of media literacy (not only in the information 
sector) and political narratives of certain political parties overlapping with disinformation 
campaigns of external powers can create fertile soil for the effective projection of malign 
foreign interference.78 

3.1.3 Defence Mechanisms 

The first key political-strategic document adopted by the Government of the Republic of 
North Macedonia in 2021, for countering hybrid threats and other foreign interference, is 
‘The Strategy for Building Resilience and Tackling Hybrid Threats’ in which the policies, 
goals, and effects that Republic of North Macedonia should achieve are defined, in order 
to counter foreign interference, primarily from the Russian Federation and the People’s 
Republic of China. The strategy underlines the six areas that can be considered the main 
vulnerabilities to foreign interference that can significantly disrupt Macedonian society.  
To implement this Strategy, the Government of the Republic of North Macedonia adopted 
the Action Plan (2021–2025).79 The Strategy for Cyber Defence prepared and adopted by 
the Ministry of Defence of North Macedonia in 2020 represents another strategic-political 
document in which the mission and vision are defined, as well as  the fourth strategic goal 
that will strengthen capacities to defend against cyber threats and increase the level of 
security in cyber areas in all sectors.80 Defensive mechanisms, as described in the Strategy 
for Building Resilience and Tackling Hybrid Threats, in detecting, preventing, and 
mitigating hybrid threats will  have a substantial impact if the mechanisms succeed in 
covering the six areas considered the sectors most vulnerable to foreign interference in 
North Macedonia. The success of defensive instruments will be assessed through the 
implementation of the Action Plan as an operative document for implementation of the 
Strategy in accordance with strategic documents and defensive plans of European Union 
and NATO, to close eventual gasps if they exist in countering hybrid threats. 

 
77 The Media Literacy Index 2023, достапно на: https://osis.bg/wp-content/uploads/2023/06/ 
MLI-report-in-English-22.06.pdf 
78 The Media Literacy Index 2023, достапно на: https://osis.bg/wp-content/uploads/2023/06/ 

MLI-report-in-English-22.06.pdf 
79 Government of the Republic of North Macedonia (2021): The Strategy for Building Resilience and 

Tackling Hybrid Threats. available at https://www.mod.gov.mk/storage/2021/12/Nacionalna-
Strategija-za-gradenje-otpornost-i-spravuvanje-so-hibridni-zakani-april-2021.pdf(29 May 2022) 

80 https://mod.gov.mk/storage/2021/06/Strategija-za-sajber-odbrana-mk-1-1.pdf 
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The Republic of North Macedonia has had a relatively short-term relationship with media 
literacy. The first political document on public policy related to this issue is the National 
Strategy for e-inclusion (2011–2014), adopted in 2011, in which digital literacy is 
mentioned for the first time.81 In 2012, the Strategy for the Development of radio diffuse 
activity for the period 2013–2017 was adopted,82 with a chapter dedicated to media 
literacy. The important moment for the legislative framework in North Macedonia 
regarding media literacy was the adoption of the Law for Audio and Audiovisual Media 
Services in 2013,83 in which the term media literacy was used for the first time due to the 
harmonisation of national legislation with the Directive for Audio Visual Media Services 
of the European Union.84 

The most important document against spreading disinformation and attacks on democracy 
is the Action Plan from 2019 for decisive action against spreading disinformation, which 
stresses measures  for building resilience and increasing the awareness of every citizen 
about the harmful effects of hybrid threats that will directly be related to media literacy.85 
Consequently, North Macedonia should follow and implement the public policies of the 
European Union, which consistently adhere to media literacy and critical thinking as  a 
wider picture of national civilian deterrence against foreign interference from illiberal 
powers. 

3.2 Address 

3.2.1 Coordination and Cooperation 

In the Strategy for Building Resilience and Tackling Hybrid Threats, the Government of 
the Republic of North Macedonia authorises the Council for Coordination of the Security-

 
81 Министерство за информатичко општество и администрација на Република Северна 

Македонија, „Национална стратегија за е-вклучување 2011-2014“, објавено мај 2011, достапно 
на: http://www.mioa.gov.mk/sites/default/files/pbl_files/documents/strategies/Strategija_za_e-
vklucuvanje.pdf 

82 Агенција за аудио и аудиовизуелни медиумски услуги, Предлог-стратегија за развој на 
радиодифузната дејност за периодот 2013-2017, објавено декември 2012, достапно на: 
https://avmu.mk/wp-content/uploads/2017/05/Predlog-Strategija-i-Akciski-plan.pdf. 

83 Собрание на Република Северна Македонија, Закон за аудио и аудиовизуелни медиумски 
услуги, објавен на 26.12.2013 во „Службен весник“ бр. 184 - стр. 3 достапно на: 
https://avmu.mk/wp-
content/uploads/2017/05/Zakon_za_audio_i_audiovizuelni_mediumski_uslugi_mkd_1.pdf 

84 European Parliament and Council Directive 2010/13/EU of 10 March 2010 on the coordination of 
certain provisions laid down by law, regulation or administrative action in Member States concerning 
the provision of audiovisual media services (Audiovisual Media Services Directive 2010 OJ L95/1) 
достапнa на: https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32010L0013&from=EN. 

85 Влада на Република Северна Македонија, Предлог-план за одлучна акција против ширење 
дезинформации и против напади врз демократијата, објавено на 24.7.2019 и достапно на: 
https://vlada.mk/node/18640 
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Intelligence Community, which should submit a report every year (first quarter of the 
year) on the realisation and compliance of realised tasks with the Strategy and Action 
Plan (2021–2025) to the Government of the Republic of North Macedonia. Authorised 
institutions, including the General Secretariat of the Government and other authorities for 
strategic communications, have an obligation to send information to the Council for 
Coordination of the Security-Intelligence Community for goals and tasks undertaken in 
accordance with the criteria for evaluation in the Action Plan. In order to identify and 
counter foreign interference, the Strategy underlines these challenges, so that it can be 
implemented in the best possible way: by achieving national consensus between political 
factors in the context of effective decision-making, by identifying the need for unification 
and a higher level of consciousness and compliance of state institutions regarding their 
role in building resilience to hybrid threats, and through the coordination of institutional 
subjects, establishment of an effective mechanism for control of foreign direct 
investments, and application of new technologies in military security systems regarding 
expertise and resources, as well as by increasing the level of media literacy, building 
confidence between the public and private sector, and defining and protecting critical 
infrastructure.86 

The role of Macedonian civil society in countering hybrid threats is defined in the sixth 
area of the Strategy, which recommends establishing transparent and inclusive dialogue 
with civil society, considering it an equal partner and corrector of government decisions 
and the implementation of strategy. Civil society should prepare representative strategies 
to create consciousness about the impact and significance of media literacy in all areas of 
Macedonian society (primarily in proposing media literacy educational programs at all 
levels) and promote critical thinking as the main tool in countering disinformation and 
false narratives from external powers in an illiberal context. North Macedonia, as a NATO 
member, has an obligation to prepare institutions and enhance resilience to hybrid threats. 
For that purpose, the Strategy for Building Resilience and Tackling Hybrid Threats was 
adopted. Cooperation with NATO in the security sector is a key step being undertaken in 
relation to this issue. In that direction, the Alliance asked North Macedonia to establish a 
team for countering hybrid threats, aiming to prepare the media in the country to deter 
disinformation campaigns from Russia.87  

3.2.2 Legal and Policy Framework 

North Macedonia’s membership in NATO contributed to it taking over certain NATO 
processes and concepts in the national system relatively quickly. To make significant 
progress in policymaking, strategic documents of exceptional importance were adopted: 

 
86 Government of the Republic of North Macedonia (2021): The Strategy for Building Resilience and 

Tackling Hybrid Threats. available at https://www.mod.gov.mk/storage/2021/12/Nacionalna-
Strategija-za-gradenje-otpornost-i-spravuvanje-so-hibridni-zakani-april-2021.pdf (29 May 2022) 

87 . Kamcev, Boris (2020): NATO is forming a team to combat hybrid threats in North Macedonia, Media 
Information Agency. available at: https://mia.mk/hachinson -nato -formira -tim -za -borba- -so -
hibridni -zakani -vo -severna -makedoni -a/ (30 May 2022). 
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the Defence Strategy of the Republic of North Macedonia,88 Cyber Defence Strategy,89 
Strategy for Building Resilience and Tackling Hybrid Threats,90 Law on Crisis 
Management,91 and Law for Coordination of the Security and Intelligence Community of 
the RNM.92 The strategy for Building Resilience and Tackling Hybrid Threats is quite 
broad, although there are no annual progress reports, particularly because some of these 
issues run through the European Commission Country Report on North Macedonia.93 
Currently, a credible legal framework regarding Internet media bodies (approximately 
250) is lacking, and these media are not regulated by special law but are left to self-
regulation. Considering that these media are one of the main sources of the dissemination 
of Russian and Chinese malign narrative disinformation, Macedonian authorities should 
prepare and adopt legislation wholly aligned with EU regulatory tools within the 
Common Foreign and Security Policy, such as regulatory tools for the mitigation or 
neutralisation of disinformation (Art114TFEU), and punishment tools that may act as 
deterrents (restrictive measures adopted under the Common Foreign and Security Policy 
of the EU).94 

3.3 Evaluate 

3.3.1 Impact and Effectiveness 

As previously mentioned, Macedonian society is highly fragmented and polarised; 
therefore, measurable impacts for tackling hybrid threats and other forms of foreign 
interference evolve and depend on both internal and external levels. In this context, 
Macedonian citizens must form their own standpoint by assessing the political stability 
of the country based on how the government respects basic human and constitutional 
rights for every citizen, how government policies create the state for equal opportunity 
and representation for all citizens, preparing and adopting effective anti-corruption state 
policies, and how public opinion assesses social and economic policies in forming North 
Macedonia as a political community capable of promoting a society based on 
multicultural values, despite citizens’ ethnicity, sex, and other characteristics.  

 
88 Ministry of Defence of the Republic of North Macedonia (2020): Defence Strategy of the Republic of 

North Macedonia, Official Gazette no.75/24/03/2020. available at 
https://www.mod.gov.mk/storage/2021/06/Defence -Strategy -of -the -Republic -of -North -
Macedonia.pdf (25 May 2022) 

89 Ministry of Defence of the Republic of North Macedonia (2020) Cyber Defence Strategy 
90 Government of the Republic of North Macedonia (2021) The strategy for building resilience and 

dealing with hybrid threats 
91 Government of the Republic of North Macedonia (2021): The Strategy for Building Resilience and 

Tackling Hybrid Threats. available at https://www.mod.gov.mk/storage/2021/12/Nacionalna-
Strategija-za-gradenje-otpornost-i-spravuvanje-so-hibridni-zakani-april-2021.pdf(29 May 2022) 

92 Law for Coordination of the Security and Intelligence Community of the RNM 
93 https://neighbourhood-enlargement.ec.europa.eu/north-macedonia-report-2023_en 
94 Lonardo, L. (2021), EU Law against Hybrid Threats: A First Assessment 
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Beyond internal factors, events on the international scene and the surging of false 
narratives from external powers have shown that political stability and the quality of 
democratic processes primarily depend on how North Macedonia will take serious steps 
in some crucial spheres: 

• Preparing and adopting credible strategic anti-corruption documents considering 
widespread corruption practices at all levels in Macedonian Society and treating 
them as a critical security issue. 

• Adopting credible legislation for regulating online media (currently online media 
are regulated based on self-regulation) considering that the informational sector 
in North Macedonia is the sector most vulnerable to foreign interference related 
to disinformation, misinformation, fake news, and other disinformation 
campaigns. 

• Preparing new and complementary strategic documents related to media and 
digital literacy, particularly in the educational system in North Macedonia, 
considering that the Republic of North Macedonia is ranked as the third weakest 
country according to the Media Literacy Index for 2023 for all five indicators: 
media education, freedom confidence, and new forms of inclusion, and especially 
in confidence and participation of the public through new forms of 
communication and information95. 

• The New Government of the Republic of North Macedonia should take serious 
steps to convince Macedonian citizens of the significance of the Europeanisation 
of Macedonian society and alignment with strategic documents of NATO and the 
EU regarding countering foreign interference. 

In 2023, the creation of dissemination and disinformation was recognised not only as a 
media problem but also as a security problem disrupting the functioning of democratic 
institutions and the media sphere, posing enormous risks to society as a whole and 
jeopardising fundamental human rights from personal security and health to various 
freedoms.96 In that sense, projected defensive mechanisms in the Strategy for Building 
Resilience and Tackling Hybrid Threats enable a solid base to counter hybrid threats and 
foreign interference. Their practical implementation can achieve positive results if they 
are posed in a state of continuing balance, so that mechanisms posed in the six vulnerable 
areas, with effective use of the early warning system, can effectively respond to the 
foreign malignant impact of hybrid threats and other forms of foreign interference. 

 
95 The Media Literacy Index 2023, assessed on: https://osis.bg/wp-content/uploads/2023/06/ 
MLI-report-in-English-22.06.pdf 
96 Ефектот на дезинформациите и странските влијанија врз демократските процеси во Северна 

Македонија во 2023 година” 
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4 Conclusions 

North Macedonia’s location in the Western Balkan region enables strong foreign 
interference from external powers because of the highly polarisation and fragmentation 
of Macedonian society. The most frequent hybrid threats used by the Russian Federation 
and People’s Republic of China to disrupt the Macedonian political system are 
disinformation, misinformation, fake news, and other campaigns exerted by external 
powers. To create effective resilience and psychological defences against these types of 
hybrid threats, North Macedonia should create a structural and holistic approach based 
on the following:  

• The strategic-political documents that have been adopted by the Government of 
the Republic of North Macedonia, such as the Strategy for Building Resilience 
and Tackling Hybrid Threats, Strategy for Cyber Defence, and Law for Critical 
Infrastructure (not yet adopted) to be evaluated quarterly from the Council for the 
Coordination of the Security–Intelligence Agency for operationalising projected 
goals with a clear underlining  of the different vulnerable areas and creating 
different defensive mechanisms which will work in a state of controlled balance 
with subordination between them. 

• Prepared and adopted credible legislation for the regulation of unconventional 
media (at this moment, they are regulated on the base of self-regulation) in the 
information sector, considering that this space is one of the most vulnerable, 
where Russian and Chinese narratives are the most effective and frequently 
overlap with certain standpoints of certain political parties with lesser and bigger 
negative impacts on domestic public opinion in North Macedonia. 

• Consistent promotion of the significance of media literacy and critical thinking as 
one of the main tools in countering foreign interference by non-government 
organisations and the Agency for Audio and Audiovisual and Media Services, 
considering that such literacy largely increases citizens’ consciousness of the 
significance of disinformation, misinformation, and other propagandistic 
campaigns in the Macedonian political system. In that sense, the Agency for 
Audio and Audiovisual and Media Services should upgrade the Law of Audio and 
Audiovisual Media Services of 2013, promoting a wide spectrum of cooperation 
with civil organisations, considering that media literacy will help in the detection 
of negative and harmful influences of conventional and unconventional media, 
which forge continuing building and capability for better control and protection 
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from information and different media content,97 and stressing formal and 
nonformal educational programs. 

• While North Macedonia has various policies and plans in place to tackle 
corruption, they do not go far enough to address the operational problems caused 
by corruption. They mainly focus on improving the integrity and ethics of 
personnel rather than safeguarding against undue influence in institutional 
operations. In that sense, the Government should streamline anti-corruption 
directly into its revision of the Strategy for Resilience and Countering Hybrid 
Threats and the forthcoming Strategy for Protecting Critical Infrastructure. 
Introducing the problem of corruption and identifying its direct threats to the core 
goals of these strategies will move anti-corruption higher in action plans and 
integrate the issue as a core strategic goal.98 

Due to the complexity of hybrid threats and foreign interference, it is necessary to build 
personal, institutional, and social national resilience, as well as awareness of the malign 
impact of foreign interference on the national security of North Macedonia. Although 
resilience is an extremely broad concept, it is undeniably necessary to start with the basic 
postulates of the most pronounced problems that the new security environment could 
potentially cause.99 North Macedonia should permanently evaluate the most vulnerable 
areas suitable for malign interference and upgrade the current defensive mechanisms 
based on NATO’s current defensive plans for countering hybrid threats. To respond 
effectively to foreign interference, the Macedonian authorities should create appropriate 
conditions for civilian resilience in Macedonian society based on the following points: 

• Democratic forces must invest in intraparty democracy to mitigate the malign 
influence of third parties through local politicians. 

• The essential decrease in concentrating power in the hands of a few political actors 
makes citizens far more vulnerable to external influences.100 

• Endemic corruption in North Macedonia must be treated as a critical security issue 
that seriously threatens national security, considering that the lack of appropriate 
and effective legislation for tackling corruption creates fertile soil for corrosive 
capital and direct investments from external powers. 

• Media literacy and critical thinking issues should be considered pivotal in fighting 
disinformation and other propagandistic campaigns as well as in preparing 

 
97 https://iks-edu-mk.b-cdn.net/wp-content/uploads/2022/04/mediumskata-pismenost-vo-studiskite-

programi-na-univerzitetite-vo-makedonija.pdf 
98 Popovikj, M (2023),, Corruption as a security issue in North Macedonia: Can the country manifest 

reliability on the International stage?, International Republican Institute, 2023 
99 http://www.prespa-institute.mk/wp-content/uploads/2024/02/EN_Informirana-odbrana_01.pdf 
100 Rechica, V. (2023) “Vulnerable Democracies: The effect of foreign influence on the political and 

social life in North Macedonia” 
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legislation for the regulation of unconventional (online) threats in the 
informational sector as one of the most porous areas for the penetration of foreign 
interference in synergy with political narratives by some political subjects.  

Considering that the Republic of North Macedonia and other Western Balkan countries 
have internal, political, economic, and societal similarities in their political systems, as 
well as foreign policy orientations (with some exceptions), these countries should 
seriously consider establishing a Regional Security Community of the Western Balkans 
as a pathway for handling different non-conventional security threats they might 
encounter. In this context, North Macedonia’s learned lessons can be translated to the rest 
of the Western Balkans based on the following recommendations: 

• Establishing credible and comprehensive pillars of civilian and cyber 
preparedness and deterrence to create decisive responses in countering non-
conventional threats from third countries. Considering that disinformation and 
misinformation can create fertile soil for the effectiveness of non-conventional 
warfare, civilian resilience will be the most powerful tool for countering this kind 
of non-conventional threat with malign effect from third countries. 

• Creating a comprehensive consciousness among citizens of the Western Balkan 
countries that media literacy and critical thinking represent the basis of the 
psychological response to the malign effect of propagandistic campaigns from 
third countries (Russia and China). To counteract this kind of threat, some 
Western Balkan countries should introduce media literacy as a normative and 
integral part of formal education from the basic to academic levels, as well as its 
introduction as part of non-formal education systems. 

• Western Balkan countries should pay attention to the enormous impact of online 
media in non-conventional warfare, considering that porous conditions related to 
regulations of the online space in North Macedonia create perfect conditions for 
propagandistic campaigns in the so-called grey zones. 

• Adopting appropriate legislation against corruption and organised crime to 
decrease the flow of corrosive foreign capital, primarily to advance the revisionist 
political intentions of third countries, which are complemented by the political 
narratives of certain political subjects in the Western Balkan region, to create 
social disruption in the domestic public opinion in the region of Western Balkans. 

• Establishing a regional security complex between Western Balkan countries, 
considering their Euro-Atlantic orientation (Serbia is currently actively 
participating in the Partnership for Peace with NATO) and their cooperation in 
current Western Balkan regional initiatives, to create effective regional 
coordination and cooperation against foreign interference. The cooperation should 
be based on recommendations within the EU’s Common Foreign and Security 
Policy, as well as on implementing the current NATO defence plans adopted in 
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the NATO Summits in Madrid and Vilnius to counter hybrid threats launched by 
third countries (the Russian Federation and China). Although Serbia has 
experience cooperating with NATO, the greatest challenge will be to successfully 
include Belgrade in this project. 

In general, the most effective psychological response to foreign interference is an 
effective and comprehensive approach in creating the pillars of civilian preparedness and 
cyber resilience for countries that succumb to foreign interference. In this regard, the 
essential purpose should be to implement NATO’s defence plans for civilian and cyber 
preparedness and resilience, considering that citizens represent the most appropriate 
targets for promoting propagandistic tools to achieve their projected foreign policy goals. 
In order to understand the essential way that malign purposes of disinformation and 
misinformation affect the everyday lives of citizens, authorities should project 
appropriate physiological responses to minimise the goal of disinformation campaigns 
from third parties. In this regard, the issues of media literacy and critical thinking should 
be treated as some of the most useful tools that can enable concrete resilience in all 
segments of society.  

Countries should adopt comprehensive anti-corruption legislation and legislation for the 
regulation of online spaces according to the European Union’s regulations, as well as 
introduce programs in formal education at all levels in order to reach appropriate 
standards of media literacy and critical thinking. These measures should be implemented 
in the mid-term, considering that these sectors represent the most vulnerable areas, 
domains in which propagandistic narratives of third countries in synergy with political 
campaigns from certain domestic political subjects largely overlap, which have the 
ultimate goal of creating a picture in domestic public opinion that the European Union 
and NATO represent an existential threat to citizens in the respective countries and 
societies in the Western Balkan region. 
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5 Analytical template 

1. Threat Assessment 
STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) Who are the foreign 
states and actors of 
foreign interference 
targeting the country? 
 

1. Russian Federation 

2. Peoples Republic of 
China 

1. Moderate to strong 
impact 

2. Moderate 

To strengthen resilience as first 
concrete step to counter the 
disinformation and other hybrid 
threats 

b) What specific tactics, 
techniques, and tools 
do these actors use 
when attempting to 
interfere with the 
country's affairs? 

1. Disinformation 

2. Misinformation 

3. Fake News 

4. Illegal Cyber Attacks 

5. Soft Power 

1. Strong 

2. Strong 

3. Strong 

4. Moderate to strong 

5. Moderate 

To create specific legislation 
and to increase consciousness 
about harmful effects of foreign 
interferences 

c) How have the threat 
levels and patterns of 
foreign interference 
evolved over time? 

The level of hybrid threats 
has not evolved in a 
significant manner using 
similar patterns for foreign 
interference 

The patterns of foreign 
interference will evolve 
depending on Russia and 
China’s coercive foreign 
policy on the international 
order 

In order to anticipate evolving 
foreign interferences, the 
Country should implement 
NATO defensive plans and 
make periodically evaluation of 
adopted strategic documents 
related to countering of foreign 
interference 

d) Which emerging or 
future threats should 
the country anticipate 
and prepare for? 

In this moment, all foreign 
interference will be based 
on mentioned hybrid 
threats, with an accent on 
illegal cyber-attacks on 
State institutions, and 
attacks related to strategic 
foreign -policy goals of 
North Macedonia. 

 

At this moment due to 
complex nature of current 
global order it is difficult to 
address emerging or 
future threats 

For that purpose, North 
Macedonia should upgrade 
technological and digital 
infrastructure aligned with 
proposals from EU and NATO 

CONCLUSIONS (Threat 
Assessment) 

Russia and China are the main external actors that negatively impact Macedonian society, 
using disinformation, misinformation, and fake news as dominant unconventional tools, 
with moderate to strong impact. To prevent such an impact on the Macedonian political 
system, North Macedonia should upgrade its own technological infrastructure and 
establish regular communication and coordination with NATO and EU’s bodies regarding 
information- sharing and the effective establishment of early warning systems. 
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2. Vulnerability 
Assessment 

STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) What are the underlying 
political, social, and 
economic factors that 
contribute to the country's 
vulnerability to foreign 
interference?  

1. Information sector 

2. Communication sector 

3. Political  

4. Economic 

1. Strong impact 

2. Strong 

3. Strong 

4. Moderate to strong 

To prepare, adopt and 
implement specific 
legislation for regulation 
of internet portals, 
legislation against illegal 
financing of political 
parties and upgraded 
economic strategy for 
foreign investments. 

b) How do the country's 
governance structure and 
democratic processes 
impact its vulnerability to 
foreign interference? 
 

1. Polarised and 
fragmented political 
system 

2. Division on ethnical 
and political basis 

3. Division of public 
opinion regarding 
strategic goals of North 
Macedonia 

1. Strong impact 

2. Moderate to strong 

3. Strong 

Government should 
establish and promote 
concrete policy solution 
in most vulnerable areas 
of political system that 
compel in some extent 
reconciliation of citizens 
despite political, ethnical, 
and other differences 

c) Are there particular 
societal divisions or 
issues, or societal groups 
or organizations that 
deliberately or unwittingly 
are exploited by foreign 
actors to amplify discord 
and manipulate public 
opinion? 

1. Political parties 

2. NGOs 

3. Media outlets 

4. Polarisation between 
ethnical lines between 
Macedonian and 
Albanian community 

1. Strong 

2. Strong 

3. Strong 

1. Joint proposals of 
Government and civil 
organisations in the 
sphere of education, 
social-economic sphere 
in the sector of 
communication where 
the impact of foreign 
interference will be 
significantly decreased. 

d) How does the country's 
technological 
infrastructure and 
connectivity influence its 
vulnerability to cyber-
based interference? 

Technological 
infrastructure can be 
vulnerable to foreign 
interference considering 
that there is no specific 
legislation and concrete 
measures to protect 
some vulnerable points of 
critical infrastructure, 
such as regulation, not 
self-regulation of Internet 
portals’ space. 

In communication and 
informational sector, the 
assessment of vulnerability 
to foreign interference is 
very strong, with prediction 
to increase because of 
porousness of 
informational and 
communication sector. 

To decrease the level of 
vulnerability related to 
critical infrastructure, the 
Government should 
upgrade all strategic 
documents, plans and 
policies related to 
countering hybrid 
threats, and to adopt 
long-waited law for 
critical infrastructure. 

CONCLUSIONS 
(Vulnerability 
Assessment) 

State institutions should permanently make assessment about vulnerable areas that 
can be subject to foreign interference, to level up consciousness between 
Macedonian citizens, and to pay attention in preparing specific legislation for 
covering the most vulnerable areas susceptible to the malign foreign interference. 
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3. Defence Mechanisms 
STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) What are the existing 
strategies, policies, and 
institutions in place to 
defend against foreign 
interference? 

1. Defense Strategy of 
North Macedonia 

2. Strategy for building 
resilience and tackling 
hybrid threats 

3. Action Plan (2021–2025), 
for practical implementation 
of the Strategy 

4. Strategy for cyber 
defence  

Authorised institutions from 
the Government for tackling 
hybrid threats: Ministry for 
defence, Ministry for 
Interior, Centre for crises 
management, Council for 
cooperation on security-
intelligence community.  

5. National Strategy for 
Tackling Corruption 2021–
2025 

The current strategy for 
building resilience and 
Action Plan are principal 
main strategic documents 
enable structural approach 
to counter hybrid threats. 

The current legislation and 
defined policies regarding 
countering hybrid threats 
should constantly upgrade 
its goals and plans based 
on the strategic 
documents and policies of 
NATO and European 
Union for countering other 
forms of foreign 
interference. 

b) How effectively do these 
defence mechanisms 
detect, prevent, and 
mitigate foreign 
interference attempts? 

Defence mechanisms can 
effectively detect, prevent, 
and mitigate hybrid threats 
if they are placed in the 
state of permanent balance, 
and make practical 
implementation based on 
Action Plan’s guidelines for 
countering hybrid threats. 

Except in the situations 
when some state 
institutions were subject of 
cyber-attack, defensive 
mechanisms have shown 
moderate resilience in 
countering hybrid threats. 

To make essential 
detection, prevent and 
mitigate foreign 
interference attempt, 
sharing information and 
using of the early warning 
system should have 
essential post in their 
acting. 

c) Are there any gaps or 
weaknesses in the 
country's defence 
mechanisms that need to 
be addressed? 

The biggest weakness of 
defence mechanism is if 
they act separately, not as 
whole, without fortified 
coordination between them, 
not acting in state of 
balance. 

Effectiveness can be 
assessed by moderate 
success 

To eliminate eventual 
gaps, defence mechanism 
should be on permanent 
monitoring by the 
authorised institutions, 
and their progress to be 
evaluated by the Council 
of cooperation of security-
intelligence community. 

d) How does the country 
promote media literacy, 
critical thinking, and 
resilience among its 
population to counter 
foreign interference? 

Agency for audio and 
audiovisual media services 
is authorised institutions for 
promoting media literacy in 
North Macedonia. In that 
sense, the agency adopted 
some important strategic 
documents such as: 
Program for promoting 
Media literacy in 
Macedonia, as well as was 
established the media 
literacy network of North 
Macedonia. 

The impact of media 
literacy in Macedonia as 
one of the most essential 
tools for tackling hybrid 
threats should be 
improved, considering that 
there is no specific 
legislation related to media 
literacy. 

To strengthen media 
literacy in North 
Macedonia, the most 
powerful tool against 
disinformation and fake 
news is necessary to be 
prepared and adapted 
specific legislation for 
promoting the media 
literacy and critical 
thinking, using positive 
European Union’s 
experiences. 

CONCLUSIONS (Defence 
Mechanisms) 

In order to make effective implementation in practical terms, defence mechanisms 
should be applied in accordance with the current security situation on internal as well 
external level, with emphasis to comprehensive implementation in formal and informal 
education in field of media literacy as the most powerful tool in countering 
disinformation, misinformation and fake news. 
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4. Coordination and 
Cooperation 

STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) How are relevant 
government agencies, 
intelligence services, and law 
enforcement bodies 
coordinated to address 
foreign interference?  

For successful realisation 
of Strategy for tackling 
hybrid threats and 
implementation the Action 
Plan, the Government of 
North Macedonia should 
authorise the Council for 
the Coordination of the 
Security-Intelligence 
Community yearly to send 
statement to Government 
about implementation of 
documents of both 
institutions about level of 
foreign interference. 

The coordination of 
authorised institution for 
tackling hybrid threats, 
regarding deterring the 
hybrid threats can be 
assessed with 
moderate success. 

In order to response on 
most appropriate way 
regarding tackling foreign 
interference authorised 
institutions, should 
implement all goals and 
tasks under Action Plan, 
and make regular 
coordination with NATO 
about sharing information 
for the level of the potential 
hybrid attack in North 
Macedonia. 

b) Have joint national 
capabilities been developed 
across the hybrid threat 
spectrum to identify, analyse 
and counter such activities? 

Government of North 
Macedonia through 
accepted strategic 
documents for countering 
hybrid threats define 
national capabilities which 
is based on detection of 
threats based on civil and 
military measures for that 
purpose. 

Except in some 
situations when some 
institutions were subject 
on cyber-attack, and 
other forms of hybrid 
threats, joint national 
capabilities act in 
accordance with 
defined guidelines in 
policies and strategic 
documents. 

To make appropriate 
response, in countering with 
hybrid threats, national 
capabilities will be ready for  
effective deterrence of 
foreign interference if they 
continuously are upgraded 
under NATO standards, as 
well as with strong 
cooperation authorised 
bodies under the EUs’ 
common foreign and 
security policy. 

c) What role do civil society 
organizations, media outlets, 
and other non-state actors 
play in supporting defence 
against foreign interference? 

Civil society plays a 
particular role in the 
process of building 
resilience. Civic 
organisations should 
continue as an active 
corrector and observer of 
the situation. Also, media 
outlets with national permit 
can contribute to building 
resilience with promoting 
credible media contents 
and offering proposals 
opposite from some 
narratives favoured by 
some Internal portals. 

Considering that the 
role of civic 
organisations can be 
decisive in building 
resilience through 
giving certain ideas 
about promoting media 
literacy, civic 
organisations can be 
considered as neutral 
observer of the situation 
regarding psychological 
defence from foreign 
interference. 

In order to make qualitative 
contributions to building 
societal resilience, civic 
organisations and media 
outlet should build network 
of actors and groups that 
progressively will contribute 
to psychological defence 
against hybrid threats and 
other types of foreign 
interference.  

d) How does the country 
engage in international 
cooperation and exchange 
best practices, information 
and intelligence sharing with 
international partners and 
allies? 

North Macedonia, as a 
NATO member, has an 
obligation to prepare 
institutions and enhance 
resilience to hybrid threats. 
Cooperation with NATO in 
the security sector is one 
of the key steps that are 
being undertaken in 
relation to this issue. 

Cooperation with NATO 
and European Union 
and other organisation 
countering hybrid 
should represent added 
value, seeking building 
of strong resilience 
considering increasing 
of the proliferation of 
hybrid threats. 

In order to build strong 
defence and resilience on 
all levels, covering all 
vulnerable areas in the 
country, participation in 
international cooperation of 
North Macedonia will create 
the picture of the country as 
reliable factor in 
international fora regarding 
countering malign foreign 
interference. 

CONCLUSIONS (Coordination 
and Cooperation) 

All government institutions and agencies that are engaged in countering hybrid 
threats should enforce joint capabilities in cooperation with civil organisations and 
media outlets, which will offer useful ideas and proposal about psychological 
defence and establishment of permanent cooperation with most relevant institution 
related to building resilience  in countering hybrid threats 
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5. Legal and Policy 
Framework 

STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) What legal frameworks and 
regulations exist to counter 
foreign interference and 
protect national security? 

1. Defense Strategy of the 
Republic of North 
Macedonia 

2. Cyber Defence 
Strategy   

3. Strategy for Building 
Resilience and Tackling 
Hybrid Threats 

4. Law on Crisis 
Management   

5. Law for Coordination of 
the Security and 
Intelligence Community of 
the RNM.  

6.  Long-Term National 
ICT Strategy 2020-2025 

1.  Moderate  

2.  Strong 

3.  Strong 

4.  Strong 

5.  Strong 

6.  Strong 

The current legal and policy 
framework for countering 
foreign interference adopted 
by the Government should be 
aligned with strategic and 
political documents of EU 
under the EU’s Common 
Foreign and Security Policy 

b) How well do these laws 
and policies address the 
evolving nature of foreign 
interference and emerging 
technologies used by 
adversaries? 

Considering that the 
Macedonian authority 
responded in an 
appropriate way in 
countering hybrid threats, 
except for illegal cyber-
attacks on some state 
institution, the current 
legal and policy 
framework represent a 
solid base for countering 
the evolving nature of 
foreign interference 

According to the EU 
Commission country 
report for North 
Macedonia, the 
Strategy for Building 
Resilience and Tackling 
Hybrid Threats, there is 
no annual progress, and 
the similar conclusion 
can be made for other 
documents emphasised 
in Legal and Policy 
framework for 
countering foreign 
interference 

In order to address evolving 
nature of foreign interference, 
the current legal and policy 
framework should be 
constantly upgraded in 
accordance with the fluid 
nature of the new security 
architecture on the European 
continent 

c) Are there any legislative or 
policy gaps that need to be 
addressed to enhance 
defence against foreign 
interference? 

Taking into consideration 
that some legal 
documents were adopted 
when the security reality 
was significantly different 
then now, these 
documents do not 
completely comply with 
the current security reality 
and conditions. 

The current security 
legal and policy 
framework can be 
assessed as moderately 
successful   

In order to eliminate certain 
gaps in the policy and legal 
framework, North Macedonia 
should implement specific 
legislation in the areas 
denoted as vulnerable areas 
for foreign interference and to 
change articles in criminal 
code related to spreading 
disinformation that in this 
moment do not represent 
wrongdoing 

d) How effectively are these 
legal and policy measures 
enforced and implemented? 

The current legal and 
policy framework will have 
successful practical 
implementation if the 
same acts in accordance 
with the evolving nature of 
hybrid attacks and other 
forms of foreign 
interference 

Effectiveness of the 
current legal and policy 
framework at current 
moment are moderately 
effective 

Current Legal and Policy 
framework should adopt 
specific legal framework in 
areas that can be subject of 
serios foreign interference, 
such as informational and 
communication sector in 
order to act more effectively 

CONCLUSIONS (Legal and 
Policy Framework) 

The current legal and policy framework should be updated in accordance with 
current security challenges with accent on those areas that lack specific legislation 
and to enable alignment legal and policy framework with the EU’s regulatory bodies 
in accordance with full protection of civil rights. 
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6. Impact and Effectiveness 
STEP 1 

Analysis 

STEP 2 

Impact Assessment 

STEP 3 

Proposed Action 

a) What are the measurable 
impacts of foreign 
interference on the 
country's political stability, 
public opinion, and 
democratic processes? 

1. Political polarisation 

2. Citizen’s division on 
ethnical lines 

3. Harmful narratives from 
certain political subjects that 
overlap with foreign 
interference narratives 

4. Inadequate anticorruption 
measures that contribute to 
citizens social division 

5. Deep rooted clientelism 
in many spheres of 
Macedonian political system 

6. Absence of specific 
legislation for regulation of 
online media space 

1. Strong 

2. Moderate to strong 

3. Moderate to strong 

4. Strong 

5. Strong 

6. Strong 

In order to neutralise 
internal factors that 
contribute to malign 
impact of foreign 
interference, Government 
should adopt specific 
legislation and take steps 
and measures to 
overcome comprehensive 
political, social, and 
economic division. 

b) How has the country 
responded to specific 
instances of foreign 
interference, and what 
lessons have been learned? 

By building resilience, a 
unique response can be 
given to threats of different 
nature, regardless of the 
emerging form 

Up-to-date examples of 
foreign interference show 
that North Macedonia had 
implemented in practice 
lessons learned and 
experience of up-to-date 
foreign interference 

State institution in North 
Macedonia have learned 
that first step in building 
psychological defence is 
to create comprehensive 
resilience based on 
civilian and military 
measures 

c) Have the defence 
mechanisms put in place 
shown demonstrable 
effectiveness in countering 
foreign interference? 

The defence mechanism 
has shown that their 
effectiveness will have 
considerable application if 
they act in accordance with 
fortified tasks under Action 
Plan. 

Up to date the 
effectiveness of defence 
mechanism can be 
assessed as satisfactory in 
accordance with the current 
security situation in North 
Macedonia and beyond 

In order to strengthen 
effectiveness of defence 
mechanism these 
mechanisms should be 
subject of more frequent 
monitoring from 
institutions and final 
assessment from the 
Council for cooperation on 
security intelligence 
community 

d) How do the country's 
citizens perceive the 
effectiveness of defence 
measures and their 
confidence in the 
government's ability? 

1.Stable economic and 
political situation. 

2.Stability of ethnical 
citizens relation 

3.Concrete implementation 
of anti-corruption and other 
economic policies  

1.Strong impact 

2.Strong 

3.Strong 

Comprehensive 
effectiveness of defence 
measures in the midterm 
should enable 
appropriateness of the 
government economic, 
political, and social 
policies in practical terms 
based on essential 
citizen’s needs 

CONCLUSIONS (Impact and 
Effectiveness) 

The impact and effectiveness on building credible resilience and psychological 
defence from foreign interference, primarily should be based on adopting credible 
government policies that cover most vulnerable areas and that will make effective 
progress in decreasing social, political, and economic polarisation. 
 
Also, strategic decision in area of foreign and security policy should create space for 
reconciliation, and not confrontation between citizens. 
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